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ABSTRACT

In the era of digital transformation, digital ethical behavior competence has
become one of the important pillars of global citizenship qualities for
university students. Grounded in philosophical foundations of ethics, digital
citizenship theory, moral development theories, and 21st-century competency
frameworks, this study analyzes the foundational bases, legally, scientifically,
and practically, for developing a research framework on digital ethics in
higher education. Using qualitative research methods, along with synthesis
and secondary data analysis, the paper proposes a D-ethics competence
framework for university students, with detailed descriptions of competence

indicators including (1) Digital ethical awareness, (2) Digital ethical
judgment, (3) Ethical behavior in cyberspace, (4) Social responsibility in the
digital environment, and (5) Ethical reflective attitude. The article aims to
address three research questions: (1) How is the digital ethics competence of
university students conceptualized?; (2) What are the theoretical and practical
grounds for proposing a framework of digital ethics competence for
university students?; (3) In what directions should the implementation of the
digital ethics competence framework be carried out in Vietnamese
universities?

1. Mé dau

Trong mdi trudng gido duc dai hoc, su phat trién ciia cong nghé da dan dén su gia tang cua cac hanh vi vi pham
dao dirc hoc thudt, nhu dao van, gian 14n hoc thuat qua cong nghé, tmg xir khong chudn muyc trén mang xa hdi va sir
dung Al khong minh bach. Céc cong cu Al nhu ChatGPT dé duoc sinh vién (SV) str dung dé tao ra ndi dung hoc
thuat, dan dén nhitng thach thirc méi trong viée duy tri tinh toan ven hoc thuat (Chan, 2023). Céac nghién ctru da chi
ra rang viéc sit dung Al trong hoc tap c6 thé lam x6i mon tu duy phan bién va kha nang hoc tap doc lap cua SV
(Gerlich, 2025). Viéc trang bi nang lyc hanh vi dao dirc s gitp SV tr¢ thanh cong dan s6 ¢6 trach nhiém, tuan thu
cac chuan myc dao dirc trong cd moi trudng tryc tuyén va ngoai tuyén (Lim va cong sy, 2023). Tuy nhién, cac nghién
clru trong cac truong dai hoc Viét Nam chua tép trung vao khia canh dao dire s6, liém chinh hoc thuat (Huynh Phuong
Duyen, 2023), chua ¢ cac nghién ciru chuyén sau vé thang do cac muc do, biéu hién ning luc s6 ndi chung, ning
luc hanh vi dao dirc sb, liém chinh hoc thuat cua SV dai hoc.

Phuong phéap nghién ctru co ban dugc thuc hién béng phan tich s6 lidu thir cép, béo cdo gido duc cac cép va tai cac
co s& giao duc dai hoc, phan tich chinh sach va hé théng dir liéu lién quan, gém ba khau: (1) Iya chon cac ngu6n tai
liéu tham khao vé 1i luan va thuc trang két qua dat dugc; (2) phan tich cac nguén tai liéu, van ban, dir liéu; (3) téng
hop dit liéu dé d& xuat khung tiéu chi nang luc va dinh huéng trién khai mé hinh tai cac truong dai hoc ¢ Viét Nam.
2. Két qua nghién ciru
2.1. Co s6 li lugin cia néng lwc hanh vi dao dirc sé ciia sinh vién dai hoc
2.1.1. Khai niégm “nang lyc hanh vi dgo dirc 56"

Ning lyc hanh vi dao dtre s 1a mot thanh t§ quan trong cta ning luc cong dan sb (digital citizenship), gdm kha
ning sir dung cong nghé ki thuat sé mot cach co trach nhiém, an toan va dao dirc trong moi khia canh cta doi song
(European Commission, 2022). Trong khu6n kho tai liéu Digital Competence Framework for Citizens 2.2 (DigComp
2.2), dao duc s6 duoc dit trong chleu kich lién quan dén nhan thic dao dirc, quyén riéng tu, cong bang, va trach
nhiém xa hoi khi sir dung cong nghé sé. Tir goc nhin tdm Ii hoc va gido duc hoc, dao dirc s6 lién quan dén kha ning
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danh gia va thuc hanh cac phém chit dao durc cot 16 trong khong gian mang, bao gﬁ‘)m sur trung thyec, trach nhiém,
ton trong ngudi khac va cong bang (dan theo Gardner va Davis, 2013).

Nhu vy, tir c4c quan niém trén, theo chiing t6i, “nang hrc hanh vi dao dirc s6” c6 thé duoc hiéu 1a “Tdp hop cdc
kién thirc, ki nang, thai do va gid tri cho phép ca nhan hanh xir mot cach co trach nhiém, trung thuc va cong bang
trong moi truong ki thudt 50, dong thoi hleu va g xu phit hop voi cac hé qua dao dirc cua hanh vi tricc tuyen”.
2.1.2. Cdc li thuyét nén tang ciia phdt trién nang lec hanh vi dao dirc $0 cua sinh vién dai hoc

Nghién ctru nay ké thira va tich hop cac khung i thuyét nén tang tir triét hoc dao dirc c6 dién dén cac Ii thuyét
hién dai vé gido duc cong dan s0 va phat trién nang lyc. Cu thé bao g6m (1) Li thuyét dao dtrc dirc hanh: Khai ngudn
tr Aristotle va dugc phat trién boi Alasdair Maclntyre, nhén manh ring dao dirc khong chi 1a hanh dong ding/sai,
ma 13 viéc phat trién nhitg pham chat tot dep (virtues) nhu trung thye, ton trong, trach nhiém, can dam - diéu nay
hinh thanh qua théi quen va rén luyén trong cong dong. Trong boi canh sb, dao dirc dire hanh gitip dinh hudéng cho
SV khéng chi hanh xir dung muyc, ma con tré thanh nhitng cong dan sé ¢ phdm chit dao duc bén vimg trong moi
truong thiéu kiém soat (MaclIntyre, 2007; Hursthouse, 1999). (2) Li thuyét cong dan sé: Puoc phat trién boi Mike
Ribble va To chirc ISTE (International Society for Technology in Education), li thuyet cong dan s6 xac dinh chin
thanh t6 nén tang cua cong dan so (digital citizenship), bao gom: quyén truy cap so, thuong mai s, truyen thong s,
van hoa hanh vi s, luat phap s, bao mat va an toan s, strc khoe sd, va trach nhiém dao duc s6 (Ribble, 2011).
(3) Li thuyét phat trién dao drc: Kohlberg (1981) duara li thuyét phat trién dao dirc vi 3 cap do (pre-conventional,
conventional, post-conventional), moi cap gom 2 giai doan, cho thay qua trinh con nguoi phat trién kha nang phan
doan va hanh vi dao dure tir giai doan vi loi dén hanh dong dua trén nguyén tic phd quat. Viée img dung 1i thuyét nay
trong moi truong s6 gitip gido duc SV nang cao tir mirc tuan thi quy dinh sang hanh vi dao dtrc tu than, phan tu va
co trach nhiém xa hoi. (4) M6 hinh nang lyc thé ki XXI cia OECD (2018) va UNESCO (2015) xac dinh nhiing ndng
Iyc cbt 161 cua cong dan toan cau, bao gdm: tw duy phan bién, sang tao, hop tic, ki ning s6 va ning lyc dao dirc/cong
dan toan cau.

Vi cac tiép can va li thuyét trén, nhém nghién ctru nhan thay nang luc hanh vi dao dirc s6 1a mot nang luc tich
hop, két hop giita ning luc cong ngh¢ s va niang e dao dirc/phan tu, gop phan xay dung con nguoi toan dién, c6
kha nang tmg pho véi cac van aé dao dirc méi trong thé giéi cong nghé nhanh chong bién dbi.

2.2. Co 56 thuee tién chuyén déi sé ciia gido duc dgi hoc Viét Nam
2.2.1. Chinh sach qudc gia thiic ddy chuyén doi s6 trong gido duc dai hoc

Theo Quyet dinh s6 749/Qb-TTg ngay 03/6/2020, Thu twréng Chinh phu da ban hanh Chuong trinh Chuyén dbi
s6 qudc gia dén ndm 2025, dinh hudng dén nim 2030, trong do GD-DT la 1 trong 8 linh vyc dugc wu tién hang dau
trong trién khai thyc hién, xac dinh nhiém vu: “Phat tnen nén tang hé tro day va hoc tir xa, ung dung tri¢t dé cong
nghé sé trong cong tdc quan Ii, giang day va hoc tap; so  héa tai liéu, gido trinh; xdy ding nén tang chia sé tdi nguyén
giang day va hoc tdp theo ca hinh thirc tryc tiép va triec tuyén” (Thu tuéng Chinh phu, 2020). Bac biét, trong Quyét
dinh s6 131/QD-TTg ngay 25/01/2022, Chinh phu da phé duyét Dé 4n ting cudng ing dung cong nghé thong tin va
chuyén doi s trong GD-DT giai doan 2022 - 2025, dinh huéng dén nim 2030, dat ra muc tiéu: “100% nguon lyc
gido duc, chu’ong trinh gido duc va doi tu’ong gido duc lrong hé thong gido duc quoc dan dwoc quan i trén moi
trieong s6, két noi théng sudt toan nganh va lién théng véi cac co 56 di liéu, théng tin quoc gia” (Thi twéng Chinh
pht, 2022).

2.2.2. Ha tang cong nghé, hoc liéu s6 va hé thong hoc tdp dién tir tai cdc truong dai hoc ¢ Viét Nam

Tailiéu “Readiness of Digital Transformation in Vietnamese Universities”’ (British Council, 2022) danh gia mirc
do san sang chuyén ddi s trong cac truong dai hoc Viét Nam. Bao cdo nhén manh rang phan 16n cac trudong da dau
tu vao ha tang cong ngh¢ thong tin, trién khai hé thong LMS (Learning Management System) va hoc li¢u 5. Tuy
nhién, van con ton tai sy chénh léch gitra cac truong vé ki nang so cua giang vién, chét lwvong ndi dung sb, va chinh
sach hd trg. Trong thuc té trién khai, hau hét cac truong dai hoc Viét Nam da budce dau xay dung hé thong ha tang
cong nghé thong tin, bao gém: hé théng quan li hoc tap (LMS), hé théng quan li dao tao (MIS), hoc liéu s0, thu vién
dién tir va 16p hoc truc tuyén (e-learning, blended learning). Theo thong ké ciia B6 GD-DT (2024), d4 hoan thanh
xay dung 100% cac co s¢ dit li¢u ciia nganh giao duc, co s¢ dit li¢u vé gido duc dai hoc (HEMIS) v6i 470 co sd dao
tao dai hoc, trén 25.000 chuong trinh dao tao, trén 100.000 hd so can bo, gan 3 triéu hd so nguoi hoc, trén 90% cac
truong dai hoc cong 1ap va ngoai cong 1ap da trién khai it nhat mot nén tang LMS dé hd tro giang day. Cac hé thong
nhu Moodle, Google Classroom, Canvas, hodc cac nén tang ndi bo dang dugc st dung phé bién. Tuy nhién, chat
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lugng hoc liéu s0, mirc do cap nhat cong nghé, ciing nhu ning Iy sir dung hé thong cta giang vién va SV van con
nhiéu han ché va khong dong déu gitra cac tmong, cac vung mlen
2.2.3. Thach thitc vé nang hrc cong nghé va hanh vi dao diic s0 clia sinh vién dai hoc

SV tiép can moi trudng hoc tap s0 voi su tw do cao nhung cling’ tiém 4n nhiéu nguy co vi pham dao dire hoc thuat
va tmg xir Iéch chuan. Mot s6 thach thirc pho bién bao gom cac van dé nhu gian 1an hoc thudt trén nén tang sb nhu
dao vin, st dung phin mém Al dé 1am bai tap, thué ngudi lam ho (Dang Hing Vi va Nguyén Thanh Long, 2021;
Nguyén Vii Thanh Long va cong su, 2022; Hoang Thi Thu Ha va cong s, 2023; Nguyen va cong su, 2024). Cac
ung xu thiéu chuin muc trén khong gian mang nhu binh luan xuc pham, doa nat nguoi khac, chia sé thong tin gia,
vi pham quyén riéng tw. Bio cao cia UNICEF Viét Nam (2021) cho thdy ¢6 21% SV dai hoc timg bi hodc chimg
kién bao luc mang (cyberbullying), dudi cac hinh thirc nhur lang ma, lam nhuc, phat tén thong tin sai léch. Trung tam
Nghién ctru Truyén thong Xa hoi (2022) dva ra két qua khao sat co t6i 50% SV thira nhan rang ho da timg chia sé
thong tin ma khong kiém tra tinh x4c thuc. D6 khong chi 14 hanh vi thiéu trach nhiém ma con vi pham nghiém trong
cac quy dinh phap ludt, déc biét la trong bdi canh thong tin ¢6 thé gay anh hudng dén an ninh qudc gia va strc khoe
cong dong (Nguyen Thanh Son, 2023).

2.3. Pé xudt khung néng lyc hanh vi dgo dirc s6 va dinh huong trién khai trong cac truong dai hoc 6 Vigt Nam

Ning luc hanh vi dao dirc s6 1a mot cAu trac da chidu, khong chi bao gdm ki ning tmg xir diing dén trén khong
gian mang, ma con bao ham sy phét trién toan dién vé nhan thirc, li tri, hanh vi, thai d6 va trach nhiém xa hoi. Dya
trén tong hop li ludn tir cac nghién ctru ctia Ribble (2011), European Commission (2022), Jones va Mitchell (2016)
va cac cong trinh ciia Gardner va Davis (2013), va can ctt thuc trang tai Viét Nam phan tich & trén, co thé xac dinh 5
thanh t6 co ban céu thanh nang lyc hanh vi dao duc s6 nhu sau:

(1) Nhan thirc dao dirc s6: Day la nén tang dau tién cua ning luc
hanh vi dao dtc b, thé hién & kha nang nhan dién cac tinh huéng co
yéu t6 dao dirc trong moi trudng ki thuat sb. Ngudi hoc can phan
biét dwoc hanh vi dung/sai, nhan ra hau qué tiém an vé dao dirc khi

Nhén thirc
dao dirc s6

chia sé thong tin, binh luén, hoac st dung cong nghé. Theo Ribble Thai dé Phin dodn
(2011), nhan thirc nay dong vai tro nhu “chiéc la ban dao dirc” d€ dinh 323 'l;:‘;; dao dic 58

hudng hanh vi ¢4 nhan khi thiéu su kiém soat truc tiép.

(2) Phan doan dao dirc s6: La kha ning suy luan va duara quyet
dinh dao dirc trong tinh hudng phirc tap trén moi truong s6. SV can
véan dung tu duy phan bién va h¢ gid tri ca nhan dé danh gid ding
sai, can nhéc gitlra loi ich, rui ro va trach nhiém trong cac luya chon Trach
hanh vi. Theo Gardner va Davis (2013), day la nang luc trung tdm
dé hinh thanh phan doan dao dic doc 1ap va khong 1¢ thudc vao
“chuén s6 déng” trong cong dong mang.

(3) Hanh vi dao dure trén khong gian mang: Theé hién qua hanh  Hinh 1. Khung ndng lec hanh vi dao dire s6
vi cu thé khi tham gia méi trudng so: ton trong nguoi khac, khong D-Ethics ciia SV (Nguon: Téc gid)
dao van, khong bit nat, khong lan truyén thong tin sai léch, ton trong
quyén riéng tu, bao vé dit liéu c4 nhan. Theo Jones va Mitchell (2016), viéc chuyén tir nhan thic sang hanh dong
dao dirc phu thudc vao viéc duoce gido duc thuc hanh cu thé va phan xa xa hdi phu hop.

(4) Trach nhiém xa hoi trong moi truong s: La nang lyc gan két hanh vi ca nhan voi trach nhiém xa hoi trong
khong gian mang: bao vé cong dong, 1én tiéng trude cac hanh vi sai trai, va chu dong gop phén xay dung méi truong
mang van minh, an toan. Theo European Commission (2022), day la yéu t6 chuyén héa dao dirc tir mirc o ca nhan
sang mirc 6 cong dong - mot ning lyc cong dan s6 can duge nudi dudng trong gido duc dai hoc.

(5) Thai d6 phan tu dao dirc: La kha nang ty danh gia hanh vi va thai do dao durc ctia ban than trong moéi truong
s, hoc tir sai 1am, san sang diéu chinh nhan thirc va hanh vi dé hoan thién ban than. Theo Bebeau va Monson (2012),
day 1a nang lyc ddc trung cho nhing ¢4 nhan ¢ dao dirc phat trién & muc cao, ¢6 kha ning hoc hoi tir trai nghiém
dao dtrc va chuyén hoéa thanh dinh huéng hanh vi 1au dai.

Theo do, khung chi bao nang luc hanh vi dao dirc s6 cho SV dai hoc Viét Nam duge dua ra & bang 1 va mo ta
cac mirc do theo thang Likert 5 murc d§ cua nang luc, tr “rat han ché” t¢i “thanh thao”. Khung nang lyc hanh vi dao
dtre s6 ctia SV dai hoc Viét Nam trong bang 1 thé hién su ké thira va phat trién tir cdc md hinh 1i luan quéc té nhu
cua Ribble (2011), Gardner va Davis (2013), Jones va Mitchell (2016) va European Commission (2022). Diém noi

Hanh vi
dao dirc
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bat 1a viéc ap dung thang do Likert 5 mirc d§, giup dinh lwong va theo doi su phat trién ning luc qua céc cap do tir
“rAt han ché” dén i‘thénh thao”, thqefm lqi‘ cho cac truong dai hoc Viét Nam trién khai danh gia, boi dué'qg va quan li
hanh vi dao durc s6 mdt cach hé thong, dong thoi mé rong kha ning so sanh va hoc hoi kinh nghiém qudc te.

Bang 1. Cac chi bao trong khung nang luc hanh vi dao dirc s6 ciia SV dai hoc & Viét Nam

Thanh t6 Miic 1 Mikc 2 Mite 3 Miic 4 Miic 5
nang luc (Rét han ché) (Han ché) (Trung binh) (Kha) (Thanh thao)
N - R ., | Nhan dién duoc | Hiéu dugc mot sb | Nhan thic r& da | Nhén thie toan dién, sdu
1. Nhan Khong nhan ra dugc cac NI L A ¢ FOR < . PR A
, i aX , . | motsohanhvisai | nguyén tac dao | dang van d¢ dao | sac, c6 kha nang phéan
thirc dao van dé dao durc co ban 2 > . T A , A A U
% DR % nhung chua hi€u | dic trong moi | dic sO va nguyén | tich van d¢ dao dtc so
due so trong moi truong so <A X . £ A ,
10 hdu qua trudng soO nhén phuc tap
2. Phan Khong co cancirrdrang | Phan dodn cam Biét cin nhic | Cokhanangligiai | Phan tich logic va bién
doan dgo khi danh gia hanh vidao | tinh, thiéu nhat dimg/sai dya trén hanh vi (dung sai | minh dao duc dya trén
dre s0 dure quan quy tac theo chuan myc nguyén i dao durc rd rang
o Thu;ong xuyén vi ph?m Thi thoang VilTuan  thi che Chu dong Panh Xu Guong mau, anh huong
3.Hanhvi | chuan muc (dao van, | pham, chua nhan R . | ding chuan muc | £ .
.z . Al ok S A chuan muc khi «. | tich cuc dén hanh vi cta
dao dicso | gian lan, ung xur thiéu | thac day du héu A trong da dang boi AR
A . dugc yéu cau \ nguoi khéc
ton trong) qua canh
4.Trich | Khéng quan tim dén | Thu dong, thiéu | C6 trach nhiém c4 Qhu Adong tharf Tich cyc din dit, gop
S A S e oA , = i . K . | gia xay dung moi X e ea Loy
nhiémxa | quyén lgi va dir liéu | trach nhiém v&i | nhan trong hanh vi . L phan cai thién dao dirc s6
N P R PO ; truong sO lanh R N
hoi so nguoi khac cong dong soO sO cho cong dong
manh
5.Théid6 | Khong xem xét hay suy | C6 phan (mg khi | Bét diu suy ngdm | L0uOng xuyén tr | Ludn chi dong phan t,
; x X px ; S A S . | danh gia va diéu | cai tien hanh vi va dinh
phan tu ngam ve hanh vi dao | biphébinh nhung | sau khi hanh vi ] \ . . o2 .
, e pa g e , chinh hanh vi dao | hudng phat trién dao dirc
dao durc duc cla ban than khong cai thién X4y ra , LA 1AL A
duc canhan lau dai

Trong boi canh chuyén d6i s6 sau rong, viéc trién khai khung nang luc hanh vi dao duc s6 cho SV dai hoc ¢6 thé
duoc trién khai theo mot s6 dinh hudng va giai phap sau: Thir nhat, 1ong ghép vao chuong trinh dio tao chinh quy
cac hoc phan nhu Ki ning sdng, Tin hoc dai cuong, Cong ngh¢ thong tin trong gido duc, Phap luat dai cuong, Dao
dirc hoc g dung. Ngoai ra, ¢6 thé thiét ké mot hoc phan chuyén dé vé dao drc sb (Digital Ethics) nhu m6t phén
cta chuong trinh ki ning mém hodc gido duc cong dan sb dé duoc giang day xuyén sudt trong cac nam hoc; Thit hai,
xay dung hoat dong ngoai khoa va trai nghiém hanh vi dao dirc s thong qua cic workshop, dién dan SV, cudc thi
sang kién hanh vi dao dirc s6, cac chu dé hip din nhu dao vin, sir dung Al quyén riéng tu, bat nat trén khong gian
mang; Thit ba, ting cudng vai trd cla giang vién nhu nguoi c¢b van hanh vi dao dirc s6 thong qua cac chuong trinh
dao tao, tap huén cho giang vién, SV vé nang luc s6 va hanh vi dao dirc s6; Thir au, thiét ké va sir dung cong cu danh
gid nang lyc hanh vi dao dire s6 (tr md hinh D-Ethics) dé khao sét dinh ki va theo ddi su phat trién nang luc dao duc
cua SV; Thir nam, xay dung va dé xuat chinh sach hoc thuét minh bach, va c6 huéng dan cu thé. Can co co ché giam
sat, t van va xir li phi hop voi céc hanh vi vi pham dao dirc hoc thudt; Thi sdu, day manh hop tic qudc t€ va chia
sé thuc hanh gido duc dao dirc s6: Tham gia céc du 4n quoc té vé gido duc dao dirc s6, cong dan so gido duc Al co
trach nhiém (AI Literacy & Ethics), nham cap nhat cac chuan myc méi va hoc héi kinh nghiém trién khai.

3. Két luan

Trong thoi dai chuyen ddi sb, nang luc hanh vi dao durc s da va dang trd thanh ‘mdt trong nhig try cot quan
trong cua pham chat cong dan toan ciu cho SV dai hoc. Gido duc trong moi truong s dit ra nhimg yéu cau moi, ca
vé nhan thirc, hanh vi va trach nhiém xa hoi. SV can duoc trang bi nang lyc hanh vi dao dirc s6 nhu mét nén tang dé
str dung cong nghé mot cach co trach nhiém, ton trong quyén riéng tu, chéng lai cac hanh vi gian lan hoc thuat, bao
Iye mang. Do d, viée xdy dung cac m6 hinh li lun va thuc tién nhdm phat trién nang e hanh vi dao dirc s6 1a mot
yéu cau cap thiét. Mac du bai bao thyc hién giai doan dau tién ciia nghién ctru dai hoi, 14 xay dung co s0 li ludn va
phén tich tong quan, két qua nghlen ctru bai béo dat nén tang cho cic nghién ciru thye hanh va thyuc tién tlep theo, dé
xuat va trién khai chinh sach vé gido duc trén khong gian mang, cac yéu cau vé dao dirc s, nang luc hanh vi dao duc
sO ctia SV dai hoc.

Loi cam on: Bai bdo sir dung két qud nghién ciru trong Pé tai khoa hoc cong nghé cap co sé “Phdt trién mé hinh

gigio duc nang lyc hanh vi d‘go dire 56 c}go sinh vién cli‘ai hoc theo tié}) can li thuyét gido duc dao dirc hién dai” (ma
50 HV04.2025, chu nhiém dé tai: TS. Tran Dinh Chién).
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